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ABSTRACT

Routing mail through a heterogenous internet presenty mam problems. Among
the worst of these is that of address mappidtstorically, this has been handled on an
ad hocbasis. Havever, this approach has become unmanageable as internets gro

Sendmail acts a unified "post office" to which all mail can be submitted. Address inter
pretation is controlled by a production system, which can parse both domain-based ad-
dressing and old-stylad hocaddresses. Tharoduction system is powerful enough to
rewrite addresses in the message header to conform to the standards of a number of
common target networks, including old (NCP/RFC733) Arpanet, (T€P/RFC822)
Arpanet, UUCPand Phonenet. Sendmail also implements an SMTReganessage
queueing, and aliasing.

Sendmaiimplements a general internetwork mail routiagifity, featuring aliasing and foavding,
automatic routing to network gatays, and flexible configuration.

In a simple network, each node has an address, and resources can be identified with a host-resource
pair; in particularthe mail system can refer to users using a host-usernameHpairnames and numbers
have © be aministered by a central authorityt usernames can be assigned locally to each host.

In an internet, multiple networks with different characterstics and managements must communicate.
In particular the syntax and semantics of resource identification chabggain special cases can be han-
dled trivially by ad hoctechniques, such as providing network names that appear local to hosts on other
networks, as with the Ethernet at XeroRRC. However, the general case is extremely compld-or
example, some networks require point-to-point routing, which simplifies the database update problem since
only adjacent hosts must be entered into the system tables, while others use end-to-end adSioessing.
networks use a left-associati g/ntax and others use a right-assoe@tyntax, causing ambiguity in nmex
addresses.

Internet standards seek to eliminate these problénigally, these proposed expanding the address
pairs to address triples, consisting of {netky host, resource} triplesNetwork numbers must be wa-
sally agreed upon, and hosts can be assigned locally on eadbrlknelihe user-level presentation was
quickly expanded to address domains, comprised of a local resource identification and a hierarchical
domain specification with a common static robhe domain technique separates the issue of physcal v
sus logical addressind=or example, an address of the form “eric@a.cc.bkgkarpa” describes only the
logical oganization of the address space.

Sendmails intended to help bridge the gap between the togalljpocworld of networks that kne
nothing of each other and the clean, tightly-coupledidvof unique network numbers. It can accept old

*A considerable part of this work was done while under the gmgflohe INGRES Project at the Umrsity of California at
Berkeley and at Britton Lee.
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arbitrary address syntesg, resolving ambiguities using heuristics specified by the system adminissator
well as domain-based addressinghelps guide the coersion of message formats between disparate net-
works. Inshort,sendmailis designed to assist a graceful transition to consistent intemeagdressing
schemes.

Section 1 discusses the design goalsémdmail Section 2 gies an werview of the basic functions
of the system. In section 3, details of usage are discussed. Section 4 casmpdreailto other internet
mail routers, and arvaluation ofsendmails given in section 5, including future plans.

1. DESIGN GOALS
Design goals fosendmaiinclude:

(1) Compatibilitywith the existing mail programs, including Bell version 6 mail, Bell version 7
mail [UNIX83], Berkeley Mail [Shoens79], BerkNet mail [Schmidt79], and hopefully UUCP
mail [Nowitz78a, Nwitz78b]. ARRANET mail [Crocker77a, Postel77] was also required.

(2) Reliability, in the sense of guaranteeing thaerg message is correctly detred or at least
brought to the attention of a human for correct disposal; no message sresidd empletely
lost. Thisgoal was considered essential because of the emphasis on mail imicanmeent. It
has turned out to be one of the hardest goals to sattgigcially in the face of the man
anomalous message formats produced dyjous ARPANET sitesFor example, certain sites
generate improperly formated addresses, occasionally causing error-message loops. Some hosts
use blanks in names, causing problems with UNIX mail programs that assume that an address is
one word. Thesemantics of some fields are interpreted slightligdihtly by different sitesin
summarythe obscure features of the ARPANET mail protocol realdused and are di€ult
to support, but must be supported.

(3) Existingsoftware to do actual detery should be used whever possible. Thiggoal dewves &
much from political and practical considerations as technical.

(4) Easyexpansion to fairly compbeenvironments, including multiple connections to a single net-
work type (such as with multiple UUCP or Ether nets [Metcalfe76]). This goal requires consid-
eration of the contents of an address as well as its syntax in order to determineatdaiei g
to use. For example, the ARRNET is bringing up the TCP protocol to replace the old NCP
protocol. Nohost at Berkley runs both TCP and NCRo it is necessary to look at the
ARPANET host name to determine whether to route mail to an N@#vay or a TCP catavay.

(5) Configuratiorshould not be compiled into the cod&.single compiled program should be able
to run as is at ansite (barring such basic changes as the CPU type or the operating system).
We havefound this seemingly unimportant goal to be critical in real life. Besides the simple
problems that occur whenyaprogram gets recompiled in a different environment, yrsites
like to “fiddle” with anything that thewill be recompiling anyway.

(6) Sendmaimust be able to let various groups maintain their own mailing lists, and heitlnals
specify their own forwarding, without modifying the system alias file.

(7) Eachuser should be able to specify which mailerxecate to process mail being dedied for
him. Thisfeature allows users who are using specialized mailers that use a different format to
build their environment without changing the system, and facilitates specialized functions (such
as returning an “I am on vacation” message).

(8) Network trafic should be minimized by batching addresses to a single host where possible,
without assistance from the user.

These goals maotated the architecture illustrated in figure The user interacts with a mail gen-
erating and sending program. When the mail is created, the generat@endltsail which routes the
message to the correct mailer(§ince some of the senders may be network servers and some of the
mailers may be network clientssgendmailmay be used as an internet mail gate
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Figure 1 — Sendmail System Structure.

2. OVERVIEW

2.1. SystenOrganization

Sendmailneither interfaces with the user nor does actual mawatgli Rather it collects a
message generated by a user interface program (UIP) such ateRbtail, MS [Crocker77b], or
MH [Borden79], edits the message as required by the destinationrketamd calls appropriate
mailers to do mail delery or queueing for network transmisstoriThis discipline allows the inser
tion of nev mailers at minimum cost. In this sensendmailresembles the Message Processing
Module (MPM) of [Postel79b].

2.2. Interfacesto the Outside World

There are three ayssendmailcan communicate with the outsidenld, both in receiving and
in sending mail. These are using the ogmtional UNIX argument vector/return status, speaking
SMTP over a pair of UNIX pipes, and speaking SMTRep an interprocess(or) channel.

2.2.1. Agument vector/exit status

This technique is the standard UNIX method for communicating with the pro&dsst
of recipients is sent in theqament ector and the message body is sent on the standard input.
Anything that the mailer prints is simply collected and sent back to the sender if there yvere an
problems. Thext status from the mailer is collected after the message is sent, and a diagnostic
is printed if appropriate.

lexcept when mailing to a file, whesendmaildoes the delery directly.
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2.2.2. SMTPove pipes

The SMTP protocol [Postel82] can be used to run an inteealottk-step interface with
the mailer A subprocess is still created, but no recipient addresses are passed to the mailer via
the argument list. Instead, there passed one at a time in commands sent to the processes stan-
dard input. Anything appearing on the standard output must be a reply code in a special format.

2.2.3. SMTPover an | PC connection

This technique is similar to the previous technique, except that it uses a 4.2bsd IPC chan-
nel [UNIX83]. This method is exceptionally fible in that the mailer need not reside on the
same machine. Itis normally used to connect to a sendmail process on another machine.

2.3. OperationalDescription

When a sender wants to send a message, it issues a reqaggtrtmilusing one of the three
methods described al® Sendmailoperates in tw distinct phases. In the first phase, it collects
and stores the message. In the second phase, messagy dekurs. If there were errors during
processing during the second phasendmailcreates and returns awenessage describing the
error and/or returns an status code telling what went wrong.

2.3.1. Agument processing and address parsing

If sendmailis called using one of the dnsubprocess techniques, the arguments are first
scanned and option specifications are procesRedipient addresses are then collected, either
from the command line or from the SMTP RCPT command, and a list of recipients is created.
Aliases are expanded at this step, including mailing lists. As maiakation as possible of the
addresses is done at this step: syntax is @thcknd local addresses are verified, but detailed
checking of host names and addresses is deferred untgrgelForwarding is also performed
as the local addresses are verified.

Sendmaibkppends each address to the recipient list after parsing. When a name is aliased
or forwarded, the old name is retained in the list, and a flag is set that tells tieeyqdiase to
ignore this recipient. This list is kept free from duplicatesyeriing alias loops and duplicate
messages dekrd to the same recipient, as might occur if a person isargtaups.

2.3.2. Messageollection

Sendmaithen collects the message. The message showddahkeader at the lggnning.
No formatting requirements are imposed on the message except thaiustebe lines of te
(i.e., binary data is not alieed). Theheader is parsed and stored in memang the body of
the message is&ad in a emporary file.

To dgmplify the program intedce, the message is collectegreif no addresses were
valid. Themessage will be returned with an error.

2.3.3. Messagedelivery

For each unique mailer and host in the recipient ispdmailcalls the appropriate mailer
Each mailer imocation sends to all users receiving the message on oneNaisrs that only
accept one recipient at a time are handled properly.

The message is sent to the mailer using one of the same three interfaces used to submit a
message to sendmail. Each gaf the message is prepended by a customized heatier
mailer status code is caught and checked, and a suitable error messagasgppropriate.
The exit code must conform to a system standard or a generic message (“Semditablaiq
is given.
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2.3.4. Queueindor r etransmission

If the mailer returned an status that indicated that it might be able to handle the mail later
sendmailwill queue the mail and try again later.

2.3.5. Retun to sender

If errors occur during processinggndmailreturns the message to the sender for retrans-
mission. Thdetter can be mailed back or written in the file “dead.letter” in the senl®rie

directory?.

2.4. Messagéieader Editing

Certain editing of the message header occurs automatidddlgder lines can be inserted
under control of the configuration file. Some lines can be merged; for example, a “From:” line and
a “Full-name:” line can be merged under certain circumstances.

2.5. ConfigurationFile

Almost all configuration information is read at runtime from an ASCII file, encoding macro
definitions (defining thealue of macros used internally), header declarations (telling sendmail the
format of header lines that it will process specjdlly., lines that it will add or reformat), mailer
definitions (giving information such as the location and characteristics of each mailer), and address
rewriting rules (a limited production system towrée addresses which is used to parse anditee
the addresses).

To improve performance when reading the configuration file, a memory image can be pro-
vided. Thisprovides a “compiled” form of the configuration file.

3. USAGE AND IMPLEMENT AT ION

3.1. Arguments

Arguments may be flags and addresd$dags set various processing optiof®llowing flag
arguments, address arguments may pergiunless we are running in SMTP modeddresses fol-
low the syntax in RFC822 [Crocker82] for ARPANET address formats. In brief, the format is:

(1) Anything in parentheses is thronmway (as a comment).

(2) Anything in angle brackets (“<>") is preferredep anything else. This rule implements the
ARPANET standard that addresses of the form

user name <machine-address>
will send to the electronic “machine-address” rather than the human “user name.”

(3) Doublequotes (*) quote phrases; backslashes quote characters. Backslashes are more
powerful in that thg will cause otherwise eqealent phrases to compare differently — for
example,userand"user" are equiaent, but\useris different from either of them.

Paentheses, angle brackets, and double quotes must be properly balanced andThested.
rewriting rules control remaining parsiag

20bviously if the site giving the error is not the originating site, the only reasonable option is to mail back to theAdender
there are manmore error disposition options, but thenly effect the error message — the “return to sender” functionvey/alhan-
dled in one of these ttways.

3Disclaimer: Some special processing is done after rewriting local names; see belo
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3.2. Mailto Files and Programs

Files and programs are legitimate message recipients. Files providelsstirage of mes-
sages, useful for project administration and histérgpgrams are useful as recipients in a variety of
situations, for gample, to maintain a public repository of systems messages (such as thleyBerk
msgsprogram, or the MARS system [Sattley78]).

Any address passing through the initial parsing algorithm as a local address (i.e, not appear
ing to be a valid address for another mailer) is scanned fogi®cial cases. If prefixed by @ni-
cal bar ({”) the rest of the address is processed as a shell command. If the user name begins with a
slash mark (/") the name is used as a file name, instead of a login name.

Files that hee stuid or setgid bits set but neeeute bits set he those bits honored #end-
mail is running as root.

3.3. Aliasing,Forwarding, Inclusion

Sendmailreroutes mail three ays. Aliasingapplies system wideForwarding allows each
user to reroute incoming mail destined for that account. Inclusion dgegthnailto read a file for
a list of addresses, and is normally used in conjunction with aliasing.

3.3.1. Aliasing

Aliasing maps names to address lists using a system-wideTfiis. file is indeed to
speed accesOnly names that parse as local are allowed as aliases; this guarantees a unique
key (since there are no nicknames for the local host).

3.3.2. Forwarding

After aliasing, recipients that are local and valid are ob@dkr the existence of a “.for
ward” file in their home directorylf it exists, the message ot sent to that usebut rather to
the list of users in that file. Often this list will contain only one address, and the feature will be
used for network mail forwarding.

Forwarding also permits a user to specify avgig incoming mailer For example, for
warding to:

"| lusr/local/newmail myname"
will use a different incoming mailer.

3.3.3. Inclusion
Inclusion is specified in RFC 733 [Crocker77a] syntax:
:Include: pathname

An address of this form reads the file specifiegpdithnameand sends to all users listed in that
file.

The intent isnot to support direct use of this feature, but rather to use this as a subset of
aliasing. ©r example, an alias of the form:

project: :include:/usr/project/userlist

is a method of letting a project maintain a mailing list without interaction with the system
administration, een if the alias file is protected.

It is not necessary to rebuild the imden the alias database when a :include: list is
changed.
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3.4. Messag&€ollection

Once all recipient addresses are parsed and verified, the message is colleetetessage
comes in tw parts: a message header and a message sepdyated by a blank line.

The header is formatted as a series of lines of the form
field-name: field-value

Field-value can be split across lines by starting the following lines with a space ar Sorab
header fields hee Pecial internal meaning, andveagpropriate special processin@ther headers
are simply passed through. Some header fields may be added automaticialys time stamps.

The body is a series ofxelines. It is completely uninterpreted and untouched, except that
lines beginning with a dot kia the dot doubled when transmittedep an SMTP channel. This
extra dot is stripped by the rewei.

3.5. Messag®elivery

The send queue is ordered by retgj host before transmission to implement message batch-
ing. Eachaddress is marked as it is sent so rescanning the list is safe. An argument list is built as
the scan proceeddMail to files is detected during the scan of the send list. The interface to the
mailer is performed using one of the techniques described in section 2.2.

After a connection is establisheskndmailmakes the per-mailer changes to the header and
sends the result to the maildf any mail is rejected by the mailea flag is set to moke the return-
to-sender function after all dedéry completes.

3.6. QueuedViessages

If the mailer returns a “temporary failurefiestatus, the message is queuddcontrol file is
used to describe the recipients to be sent to andus other parameters. This control file is for
matted as a series of lines, each describing a semd=zipient, the time of submission, or some
other salient parameter of the message. The header of the message is stored in the control file, so
that the associated data file in the queue is just the temporary file that was originally collected.

3.7. Configuration

Configuration is controlled primarily by a configuration file read at stafBgmdmaikhould
not need to be recomplied except

(1) To change operating systems (V6, V7/328SD).

(2) Toremove ainsert the DBM (UNIX database) library.
(3) Tochange ARPANET reply codes.

(4) To add headers fields requiring special processing.

Adding mailers or changing parsing (i.ewriing) or routing information does not require recom-
pilation.

If the mail is being sent by a local usand the file “.mailcf’ exists in the sendgrhome
directory that file is read as a configuration file after the system configuratiorTfike primary use
of this feature is to add header lines.

The configuration file encodes macro definitions, header definitions, mailer definitions,
rewriting rules, and options.

3.7.1. Macios

Macros can be used in threayg. Certairmacros transmit unstructured textual informa-
tion into the mail system, such as the namedmailwill use to identify itself in error messages.
Other macros transmit information froeendmailto the configuration file for use in creating
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other fields (such as argument vectors to mailers); e.g., the name of the amhtle host and
user of the recipient. Other macros are unused inteyraalliycan be used as shorthand in the

configuration file.

3.7.2. Headedeclarations

Header declarations inforsendmailof the format of known header lineKnowledge of
a few header lines is built inteendmail such as the “From:” and “Date:” lines.

Most configured headers will be automatically inserted in the outgoing messagg if the
don' exist in the incoming message. Certain headers are suppressed by some mailers.

3.7.3. Mailerdeclarations

Mailer declarations telsendmailof the various mailersvailable to it. The definition
specifies the internal name of the maitee pathname of the program to call, some flags associ-
ated with the mailerand an argument vector to be used on the call; thigov is macro-

expanded before use.

3.7.4. Address rewriting rules

The heart of address parsingsiendmailis a set of rewriting rules. These are an ordered
list of pattern-replacement rules, (somewhag Bkpoduction system,xeept that order is criti-
cal), which are applied to each address. The addressviigtea textually until it is either
rewritten into a special canonical form (i.e., a (maitest, user) 3-tuple, such as {arpanet, usc-
isif, postel} representing the address “postel@usc-isif”), calis fof the end. When a pattern
matches, the rule is reapplied until it fails.

The configuration file also supports the editing of addresses ifitwedif formats. For
example, an address of the form:
ucsfcgl'tef
might be mapped into:
tef@ucsfcgl.UUCP
to conform to the domain syntaXranslations can also be done in the other direction.

3.7.5. Optionsetting

There are seeral options that can be set from the configuration file. These include the
pathnames of various support files, timeouts, default modes, etc.

4. COMPARISON WITH OTHER MAILERS

4.1. Delvermail
Sendmails an outgrowth oflelivermail The primary differences are:

(1) Configuratiorinformation is not compiled inThis change simplifies mgrof the problems
of moving to other machines. It also allows easy debuggingvoimelers.

(2) Addressparsing is more fiéble. For example,delivermailonly supported oneagevay to
ary network, whereasendmailcan be sensite t host names and reroute to differeatey
ways.

(3) Forwarding and :include: features eliminate the requirement that the system alias file be
writable by ag user (or that an update program be written, or that the system administration
male dl changes).

(4) Sendmaikupports message batching across odtsvwhen a message is being sent to mul-
tiple recipients.
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(5) A mail queue is pndded insendmail. Mail that cannot be deléered immediately but can
potentially be deliered later is stored in this queue for a later refffie queue also pro-
vides a biffer against system crashes; after the message has been collected it may be reli-
ably redeNered even if the system crashes during the initial derly.

(6) Sendmailses the networking support provided by 4.2BSD to provide a direct interface net-
works such as the ARPANET and/or Ethernet using SMTP (the Simple Mail Transfer Proto-
col) over a TCP/IP connection.

4.2. MMDF

MMDF [Crocker79] spans a wider problem set tls@mdmail For example, the domain of
MMDF includes a “phone network” mailewhereassendmailcalls on pregisting mailers in most
cases.

MMDF andsendmaiboth support aliasing, customized mailers, message batching, automatic
forwarding to gtevays, queueing, and retransmission. MMDF supports two-stage timeout, which
sendmaildoes not support.

The configuration for MMDF is compiled into the c6de

Since MMDF does not consider backwards compatibility as a design goal, the address parsing
is simpler but much less flexible.

It is somewhat harder to integrate avnehannet into MMDF. In particula; MMDF must
know the location and format of host tables for all channels, and the channel must speak a special
protocol. Thisallows MMDF to do additional verification (such as verifying host names) at submis-
sion time.

MMDF strictly separates the submission andw#eyi phases.Although sendmailhas the
concept of each of these stagesytae intgrated into one program, whereas in MMDFytlage
split into two programs.

4.3. Messagé®rocessing Module

The Message Processing Module (MPM) discussed by Postel [Postel79b] nsatothessil
closely in terms of its basic architecturelowever, like MMDF, the MPM includes the netwk
interface software as part of its domain.

MPM also postulates a duplehannel to the recedr, as does MMDE thus allowing simpler
handling of errors by the mailer than is possiblsendmail When a message queueddgndmail
is sent, ay errors must be returned to the sender by the mailer itBelfth MPM and MMDF mail-
ers can return an immediate error response, and a single error processor can create an appropriate
response.

MPM prefers passing the message as a structured object, with type-length-valu® tuples
Such a cowvention requires a much highergtee of cooperation between mailers than is required
by sendmail MPM also assumes a waisally agreed upon internet name space (with each address
in the form of a net-host-user tuple), whsgndmaildoes not.

“Dynamic configuration tables are currently being considered for MMDFRyiatiothe installer to select either compiled or dy-
namic tables.

5The MMDF equvaent of asendmailmailer.”
5This is similar to the NBS standard.
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5. EVALUATIONS AND FUTURE PLANS

Sendmailis designed to work in a nonhomogeneousirenment. Eery attempt is made to
avad imposing unnecessary constraints on the underlying maildns. goal has dvien much of the
design. Onef the major problems has been the lack of a uniform address space, as postulated in [Pos-
tel79a] and [Postel79b].

A nonuniform address space implies that a path will be specified in all addressesxplibidye
(as part of the address) or implicitly (as with implied farding to gtevays). Thisrestriction has the
unpleasant effect of making replying to messages exceedingly difficult, since there is no one “address”
for ary person, but only a way to get there from whergou are.

Interfacing to mail programs that were not initially intended to be applied in an intexi@inen
ment has been amazingly successful, and has reduced the job to a manageable task.

Sendmailhas knowledge of a e difficult environments built in.It generates ARBNET
FTP/SMTP compatible error messages (prepended with three-digit numbers [Neigus73, Postel74, Pos-
tel82]) as necessargptionally generates UNIX-style “From” lines on the front of messages for some
mailers, and knows moto parse the same lines on inpublso, error handling has an option cus-
tomized for BerkNet.

The decision towid doing ay type of delvery where possible (en, or perhaps especially
local delvery) has turned out to be a good iddaen with local deliery, there are issues of the loca-
tion of the mailbox, the format of the mailbox, the locking protocol used, etc., that are best decided by
other programs. One surprisingly major annoyance inyrivéernet mailers is that the location and for
mat of local mail is built in.The feeling seems to be that local mail is so common that it shoulfi-be ef
cient. Thisfeeling is not born out by our experience; on the conttheylocation and format of mail-
boxes seems to vary widely from system to system.

The ability to automatically generate a response to incoming mail (byarfdirvg mail to a pro-
gram) seems useful (“I am on vacation until late Augu¥tbut can create problems such as famiv
ing loops (tvo people on vacation whose programs send notes back and forth, for instance) if these pro-
grams are not well writtenA program could be written to do standard tasks correalythis would
solve the general case.

It might be desirable to implement some form of load limitihgm unawvare of ary mail system
that addresses this problem, nor arwér of ary reasonable solution at this time.

The configuration file is currently practically inscrutable; considerableen@nce could be real-
ized with a higher-heel format.

It seems clear that common protocols will be changing soon to accommodate changing require-
ments and arronments. Thesehanges will include modifications to the message header (e.g.,
[NBS80]) or to the body of the message itself (such as for multimedia messages [PosEXp6i)-
ence indicates that these changes should bevatydtivial to integrate into the existing system.

In tightly coupled ewironments, it would be nice to Y& a rame server such as Grapvine [Bir
rell82] integrated into the mail system. This wouldalk ste such as “Berdey” to appear as a single
host, rather than as a collection of hosts, and wouldvatieople to mee tansparently among
machines without having to change their addresses. Such a faalitly wequire an automatically
updated database and some method of resolving conflicts. Ideally this woufddbeesé/en without
all hosts being under a single managemetdwever, it is mot clear whether this feature should be inte-
grated into the aliasing facility or should be considered a “value added” feature satsideaiitself.

As a more interesting case, the CSNET nameesd¢Bolomon81] provides an facility that goes
beyond a single tightly-coupled @inonment. Sucla facility would normally exist outside afendmail
however.
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